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INTRODUCTION

The air traffic load has experienced tremendous
growth over the last decade. The reported aver-
age number of registered flight movements over

takeoffs and landings. The tendency is still
increasing and forecasts assume almost a dou-

With the growing adoption of unmanned areal
vehicle (UAV) technology for civil applications,
we may even expect a further boost in air traffic
over the coming years.

To avoid accidents and collisions in such a
dense air space, rules and coordination are fun-
damental. The worldwide concept for safe navi-
gation is based on a combination of mechanisms
for flight separation and collision avoidance.

Scheduled flights are all separated by altitude
and distance from directives by surveillance per-
sonel operating on the ground. Each aircraft is
further responsible to detect and avoid potential
collisions that may occur despite the allocated
separation.

A key feature for both separation and colli-
sion avoidance is the ability to continuously
localize all aircraft in the sky. The traditional
approach for aircraft localization is to rely on
radar systems that were originally developed
for identification, friend or foe (IFF) systems
used in military applications. Such convention-
al radar systems can be classified in primary
surveillance radars (PSR) or secondary surveil-
lance radars (SSR). PSRs are independent and
they do not require cooperation from the air-
craft. They transmit high-frequency signals,
which are reflected by the target. By receiving
and evaluating the resulting echoes, the range,
angular direction, velocity, and even the size
and shape can be determined. In contrast, SSR
relies on transponders in the aircraft, which
respond to interrogations from ground sta-
tions. The response contains precise aircraft
height information and other information such
as identification codes or information about
technical problems which makes it possible to
meet much higher demands on localization,
identification, and status reports compared to
PSR. Since the surveillance data is derived by
the aircraft itself, SSR is dependent. It also
requires cooperation from the aircraft to func-
tion properly.

An emerging problem with traditional PSR
and SSR systems is their relatively low precision

density in the sky requires aircraft localization
techniques that exceed the inherent limits of
these radar technologies. A new technology for
air traffic monitoring that holds the promise to
achieve the required precision and that is
planned to replace conventional radar systems is
the Automatic Dependent Surveillance Broad-
cast system (ADS-B). The idea of ADS-B is to
combine satellite-based positioning with a radio
frequency (RF) data-link to continuously and
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automatically broadcast location updates and
intents, instead of merely responding to interro-
gations by ground stations. ADS-B has been
standardized and the FAA as well as EURO-
CONTROL have mandated its deployment for

tion systems NextGen and SESAR. By then at
the latest, all scheduled flights will be required
to send continuous location updates with ADS-B
capable transponders.

As of today, most airlines have started to
equip their fleet with ADS-B transponders in
order to be ready when the technology becomes
mandatory. As a consequence, a significant por-
tion of the aircraft traffic is already sending out
ADS-B signals. Although ADS-B messages are
sent unencrypted and anybody may have been
capturing those signals for years, we are
unaware of any larger field studies providing
deeper insights on the technology at a wider
scale. While preliminary experiments at airports

were either limited by the number of stations or
the coverage area. A different option for high-
level information are live radar services avail-
able freely on the Internet which in the
meantime offer extensive coverage of world-
wide traffic. These services, too, utilize ADS-B
data but provide only insights about aggregated
flight tracks, illustrating the increasing traffic

This article analyzes the current state of the
ADS-B system in a comprehensive large-scale

research sensor network deployed in Central

Europe. As of this writing, OpenSky includes
eleven sensor nodes geographically distributed

. Over a period of
nine months, we were able to capture ADS-B

the overall data currently consists of more than

and rich source of data, we were able to analyze
ADS-B communication characteristics in more
detail. With respect to the increasing air traffic in
both manned and unmanned aviation, two issues
have been identified as relevant problems:

message collisions in dense air spaces. The
random channel access of the communica-

cy leads to ADS-B packet error rates above

observed during the day.

security concerns surrounding ADS-B.
There are practical RF attacks with cheap
off-the-shelf software-defined radios. An
adversary can inject false aircraft positions
or modify the position of existing ones with-
out the receiver being able to notice the
presence of these attacks.
With the help of a sensor network, we want

to put both of these issues in a real-world con-
text, discussing insights that are valuable for the
future deployment of ADS-B. This work focuses
on the current state of deployment of ADS-B
and potential indicators for future developments. 

OVERVIEW OF ADS-B
This section provides a short overview of the
development of the ADS-B protocol, its history
and current applications.

THE ADS-B PROTOCOL

The American Federal Aviation Administration
(FAA) as well as its European counterpart
EUROCONTROL named ADS-B as the satel-
lite-based successor of radar. Until today, air
traffic control (ATC) relies on interrogation-
based SSR, so called modes, to retrieve an air-

the modes A, C, and S, which are in common
use for civil aviation. With its creation, ADS-B
constitutes a paradigm shift in ATC toward
cooperative and dependent surveillance. Every
participant retrieves their own position and
velocity by using an onboard GPS receiver. This
and other information such as ID, intent, urgen-
cy code, and uncertainty level are then periodi-
cally broadcast in a message (typically twice per
second) by the transmitting subsystem called
ADS-B Out. The messages are received and pro-
cessed by ATC stations on the ground as well as
nearby aircraft, if equipped with the receiving
subsystem ADS-B In.

There are two competing ADS-B data link
standards that have been proposed: Universal

cally for use with aviation services such as
ADS-B. Since UAT requires fitting new hard-

Figure 1. Live radar picture of ADS-B-equipped aircraft over Central
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ware, it is currently only used for general avia-
tion in EUROCONTROL and FAA-mandated
airspaces. Commercial aircraft employ a
revamped version of the traditional SSR proto-
col Mode S. This so called Extended Squitter

combination of ADS-B and Mode S. In other
words, the ADS-B function can be integrated

vides a graphical illustration of the ADS-B sys-
tem architecture and the protocol hierarchy.

From here on, we focus on the commercially

overview of the ADS-B protocol can be found in

works give succinct, higher level descriptions of

DEVELOPMENT AND USE CASES

While there were a number of reasons behind
the switch to a modern air traffic management
system, cost has consistently been mentioned as
one of the most important throughout the pro-

pared to ADS-B. Furthermore, it provides signif-
icant operational enhancements for airlines and
air traffic managers. The increased accuracy and
precision should improve safety and decrease the
likelihood for air traffic incidents by a large mar-
gin. Furthermore, pilots profit from enhanced
situational awareness in their cockpits.

worldwide were already equipped with ADS-B

Canada have already deployed full continental cov-
erage, with ADS-B sensors being the single means
of ATC in low population areas of the country.

ADS-B was developed to address some main
use cases: 
Airport Control:

tion improves the handling of aircraft on
the ground where very high precision is
needed.

increases ATC safety and makes it possible
to reduce the density of approaches and
take-offs at busy airports, leading to signifi-
cant cost reductions.

En-route ATC:

nificantly reduces cost for full en-route cov-
erage of flights in very low-density regions
such as the vast open spaces in Canada or
Australia.

benefits Traffic Collision Avoidance Sys-
tems (TCAS) and reduces the danger of
mid-air collisions. Modern TCAS systems
can utilize ADS-B messages to improve
performance.

sion avoidance for UAV is shifting to Sense
and Avoid (SAA), permitting the UAV to
self-separate from potential obstacles. 

ADS-B DEPLOYMENT IN

CENTRAL EUROPE

There are many successful community projects
utilizing ADS-B, such as websites offering live
radar services based on commercially available
hardware. These projects provide high-level data
and the abstract content of received ATC mes-
sages. While this is highly useful, a low-level
view on ADS-B and its frequency is needed to
conduct a thorough full-scale analysis of the cur-
rent state of deployment. Besides purpose-built
hardware, modern software-defined radios with
specialized software provide a cheap and flexible
way to collect large amounts of ATC-related data.

We use OpenSky, a sensor network consisting

lect ADS-B messages on a large scale. In Open-
Sky, all ADS-B messages received from aircraft

Kinetic Avionics as sensors to collect these mes-

signal strength indicator (RSSI), we also use a
special-purpose software-defined radio receiver
for ADS-B, based on USRP products in combi-
nation with the GNU Radio project, to enhance
data collection. Gathering additional information
such as RSSI and signal-to-noise ratio (SNR)
allows us to conduct a more thorough analysis.

Our collected data shows that despite ADS-B
being only slowly rolled out and still in the test-

Table 1. Comparison of civil aviation transponder modes.

Message
length

Frequencies
(MHz)

Operational mode Use cases

Mode A 12 bit
1030 (up)
1090 (down)

Independent/Non-selective interrogation Identification

Mode C 12 bit
1030 (up)
1090 (down)

Independent/Non-selective interrogation
Pressure
Altitude
Extraction

Mode S 56/112 bit
1030 (up)
1090 (down)

Independent/Selective interrogation Multiple

ADS-B/1090ES 112 bit 1090 Dependent/Automatic Multiple

Industry and regula-

tors estimate that in

2013 more than 70

percent of all com-

mercial aircraft

worldwide have

already been

equipped with ADS-

B transponders [7].

Countries such as

Australia and Canada

have already

deployed full conti-

nental coverage,

with ADS-B sensors

being the single

means of ATC in low

population parts of

the country.
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ing stage, a majority of commercial flights over
Central Europe has already adopted the stan-
dard. On average, about two-thirds of all aircraft
that crossed the receiving range of our network
broadcast ADS-B messages. Since our sensor

reception range every day, even though not all
aircraft are even equipped with ADS-B yet and
we only monitor Central Europe as of now. Yet

of the overall commercial flight traffic in Europe,

flights per day depending on the time of year. 

MESSAGE TYPES AND RATES

Many aircraft have not yet fully implemented the
ADS-B standard. Ninety-eight percent of all
ADS-B equipped aircraft that crossed our net-

cent reported their velocity. All three message

neous messages, including unknown formats as

all received messages. 
Position and velocity are each broadcast twice

per second and the call sign once in five seconds.
Combining these three message types, an aver-

age aircraft can therefore be assumed to current-

per second and more when other types such as
periodic status messages are implemented in the

ANALYSIS OF THE ADS-B CHANNEL

based receiver to conduct an in-depth analysis of
the ADS-B channel characteristics.

LOSS AND CHANNEL QUALITY

As an indicator of the channel quality, the sig-
nal-to-noise ratio (SNR) of correctly decoded

decoded correctly.
In all our measurements, we noticed that we

received considerably fewer ADS-B messages
than we should have according to the specifica-
tion and the observed aircraft behavior. The
message loss rate was much stronger than could
be attributed to weather or other external influ-

impact of several variables on the percentage of

the loss rate against the distance of the aircraft
from the receiver. For the most part, we can
observe slow linear growth of the mean from

able effects: message loss accelerates significantly

On top of this typical signal behavior, we
noticed that loss rates correlate with the time of

cantly lower in the morning and in the evening,
i.e. in off-peak traffic times when considerably
fewer aircraft are in transmission range. Follow-

the number of ADS-B equipped aircraft in range.

average, with some aircraft experiencing pro-

Message Collisions — Going further into
details, message collisions seemed to have caused
the recorded loss. With only a few aircraft, the

Figure 2.
al data provided by the satellite navigation system is processed by the air-
craft and broadcasted through the ADS-B Out system alongside other
situational information. ATC ground stations and other aircraft (via ADS-
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ering this is not an unusual aircraft accumulation
in many high-density airspaces around airports
where hundreds of aircraft can be in communi-
cation range, this poses a significant problem.
However, our simulations showed that the mes-
sage rate of ADS-B alone could not be the root
of the problem.

As mentioned before, it is not only ADS-B

real-world environments, the interrogations and
responses of Mode S and the related Mode A
and C systems account for a large number of
messages sent over the channel at any given

messages in our empirical samples. Mode A/C

times as many aircraft as those that broadcast
ADS-B. The observed loss of ADS-B messages is
consistent with further simulations that we con-
ducted to estimate the amount of collisions
affecting ADS-B messages. The blue (dashed)

account all relevant ATC protocols, illustrating
the severity of the problem with typical aircraft
numbers. ADS-B was originally developed to
cope with such high-density traffic, and it could
indeed successfully achieve this if it were to use

In the real world as it presents itself current-
ly, ADS-B service is highly erratic when the
number of aircraft in transmission range increas-
es, particularly in high-density airspaces around
airports during busy hours. These effects certain-
ly need to be considered in receiver positioning
and protocol development as they constitute a
severe problem for the future deployment of
ADS-B and other systems utilizing its data such
as TCAS. Antenna design, interrogation rate
management, and improved coordination
between systems are examples of mitigating
approaches that need to be examined as well as

FURTHER INSIGHTS

We identify the following typical effects that
influence the deployment and usage of sensors
and receivers in a network.

Propagation model: Our measurements veri-
fied that the standard log-distance path loss
model fits the large-scale fading of line-of-sight
communication of ADS-B systems well, while
small-scale fading was log-normally distributed
with standard deviation 

Doughnut effect: There are noticeable “holes”
in the reception quality of messages that are sent
in close horizontal distance to a sensor with very
high transmission power. This clipping effect can

to the receivers compared to further away.
Antenna effects: Aircraft equipped with ADS-B

typically use two antennas for alternatingly trans-
mitting messages, which can lead to differences
in transmission characteristics such as RSSI val-
ues. Since there is no indicator on the antennas
given, a filter would be needed to separate these,
making the data analysis more complex.

Duplicate messages: There is some occur-
rence of duplicate messages in the data, caused

by multipath effects. This is naturally stronger in
mountainous areas and needs to be taken into
account for protocol development and further
processing of messages. On top of this, some
current ADS-B transponders exhibit unspecified
behavior, sending the same message a number of

Figure 3.
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Weather effects: We found little effect of

solar activity) and no effect on SNR. There was no
conclusive effect on average loss and error rates.

SECURITY CONSIDERATIONS

Besides severe problems with message loss,
another challenge for ADS-B that has recently
been identified are security issues. For example,

highly susceptible to RF attacks, which generat-
ed a notable amount of media attention. Just as

adversarial action on the ADS-B data link may
have a severe negative impact on collision avoid-
ance and separation abilities of affected aircraft.
These recent developments suggest that it is
important to address those concerns as early as
possible, as they pose a considerable problem for
future widespread deployment of the protocol.

There are vulnerabilities in ADS-B that are
inherent to the broadcast nature of unsecured
RF communication. When the design assump-
tions for the ADS-B protocol were first dis-
cussed about two decades ago, the manipulation
of RF communication was considered a possibili-
ty for only the most sophisticated and powerful
adversaries. The required cost and engineering
knowledge were seen as too prohibitive to con-
sider further security mechanisms for the ADS-B
protocol. With the advent of cheap and accessi-
ble software-defined radios as well as specialized
receiver hardware for the reception of air traffic
communication over the past few years, the
threat model shifted considerably. Today, typical
wireless attacks such as eavesdropping, jamming
and modification, insertion and deletion of mes-
sages, are easily possible by anyone with widely
available standard hardware and software, as

the following, we give an overview of these
attacks and their potential impact. Possible

approaches to address these vulnerabilities have

VULNERABILITIES OF THE ADS-B DATA LINK

Any passive adversary can record and analyze
the unencrypted ADS-B messages. However, an
attacker that can actively interfere with ATC
communication poses a much more severe threat
to security than a merely passive one. From the

has full control over the wireless communication
channel and is able to inject, delete, and modify
any ADS-B message at will. A number of active
attacks can be carried out with cheap, standard
off-the-shelf hardware:

Ground Station Flooding: Continuous tradi-

would lead to high loss and message deletion in
addition to naturally occurring collisions due to
the random channel access of ADS-B and Mode
S. This is a low difficulty attack, only constrained
by the signal power of an adversary. It would force
air traffic controllers to switch to older, lower pre-
cision surveillance techniques with potentially fatal
consequences, especially in high density airspaces
around major international airports.

Ghost Aircraft Injection/Flooding: It is possi-
ble to inject fake ADS-B messages claiming non-
existing aircraft (so-called ghosts) onto the

receiver would consider these fake messages as
indistinguishable from real aircraft, leading to
serious confusion for both pilots and air traffic
control, particularly under poor signal and visi-
bility conditions, when reliance on instruments is
highest.

Besides a targeted, surgical injection attack
that aims to be more subtle and not quickly
detected, it is easily possible to flood ADS-B
receivers with the injection of many aircraft at
the same time. This may lead to a denial of ser-
vice of a controller’s airport and airspace surveil-
lance systems. Without the support of other
surveillance technologies, management may

implementation of a ghost aircraft injection and
flooding attack on a given radar picture.

Aircraft Disappearance: Deleting all ADS-B
messages sent by a particular aircraft would lead
the aircraft to disappear completely from an
ADS-B-based ATC application. The attack is
more subtle and surgical than simple flooding,
but similarly controllers have to rely on less pre-
cise surveillance systems such as PSR, defeating
the original purpose of ADS-B. All attacks that
require message deletion or modification are
more complex to carry out with regard to tim-
ings. Still, by carefully positioning themselves,

with standard software-defined radio hardware.
Virtual Trajectory Modification/False Alarm

Attack: This attack aims to modify the position
and trajectory broadcast by a real aircraft. This
can be achieved by both selectively jamming the
actual messages at the ground sensor and replac-
ing them with new ones, modified by the attack-
er. Alternatively, ADS-B messages can be
modified directly on the air. If done subtly
enough, the takeover would be hard to notice
with less accurate PSR surveillance technologies

2 For example,

http://www.forbes.com/site

s/andygreen-

berg/2012/07/25/next-gen-

air-traffic-control-vulnera

ble-to-hackers-spoofing-

planes-out-of-thin-air/.

Figure 4. Example of a combined ghost aircraft flooding and injection
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and may lead to problematic situations for air
traffic controllers.

In a more sophisticated version of the attack,
ADS-B messages are modified to cause false
alarms. ADS-B offers mechanisms to indicate
emergencies or interferences such as aircraft
hijacking, which may lead to serious conse-
quences if abused.

Aircraft Spoofing:
identifier assigned by the ICAO which can sim-
ply be changed with a combination of message
deletion and injection attacks. Masquerading as
a known or trusted aircraft may reduce propensi-
ty to cause red flags or alarms when an unex-
pected aircraft is detected through other means
of surveillance.

FUTURE PERSPECTIVES FOR

ADS-B AND UAVS

Besides traditional aviation, modern unmanned
aerial vehicles represent another area in which
ADS-B will play a crucial role in the near future,
specifically for SAA systems which are critical to
collision avoidance. It has widely been touted as
the future of UAV control, and a number of
real-world tests have been conducted in the
recent past. Certification for a UAV requires
the manufacturer to prove that its capabilities

airspaces. Until now, FAA regulations have been
highly prohibitive for normal airspaces, expect-
ing SAA to work without cooperation by other
aircraft, but this paradigm is shifting as well.
There is much recent research being done on
SAA systems using a cooperative approach with
ADS-B, superseding traditional practices utiliz-

reports, the FAA is consequently looking to for-
mulate standards on using such electronic means

making the issues discussed in
this article even more pressing.

Recently, broad media exposure led the Inter-
national Civil Aviation Organization (ICAO) to
put the security of civil aviation on the agenda of
the twelfth air navigation conference, identifying
“cyber security as a high-level impediment to
implementation that should be considered as

and creating a task force to help with the future
coordination of the efforts from involved stake-
holders. While these problems have been on the
agenda of civil aviation stakeholders for some
time now, the thematic constellation of UAV
and ADS-B security will need to be assigned a
higher priority, as for example Wesson and

the severity of the situation. We believe these
concerns will have to play a major role in aca-
demic and industrial research to enable safe cer-

and avoid further costly and embarrassing fail-
ures such as Germany’s Euro Hawk recently.
Euro Hawk, a spin-off of NATO’s Global Hawk,

development due to ongoing regulatory and
technical difficulties that made the project infea-
sible.

CONCLUSION

In this article, we discussed the ADS-B proto-
col, the future standard of air traffic manage-
ment. We introduced the development of
ADS-B and examined if the historic assump-
tions could hold up when it will finally be rolled

ber of problems that cause severe concerns for
safety and security of future air traffic, particu-
larly with the advent of Sense-and-Avoid-Sys-
tems for UAVs. Both issues, serious message

channel and open security concerns due to the
cheap and easy availability of software-defined
radios, have severe implications for the final
integration of ADS-B as a core part of the
NextGen ATC system. Our findings strongly
suggest that these issues will have to be
addressed by the academic community and the
ATC authorities as soon as possible, so the
planned replacement of PSR/SSR with ADS-B
will not be an illusion. 
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