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Abstract

This work considers the threat model of wireless signal
injection attacks on Very Small Aperture Terminals (VSAT)
satellite modems. In particular, we investigate the feasibility
to inject malicious wireless signals from a transmitter on the
ground in order to compromise and manipulate the control
of close-by satellite terminals. Based on a case study with a
widely used commercial modem device, we find that VSAT's
are not designed to withstand simple signal injection attacks.
The modems assume that any received signal comes from a
legitimate satellite. We show that an attacker equipped with a
low-cost software-defined radio (SDR) can inject arbitrary IP
traffic into the internal network of the terminal. We explore
different attacks that aim to deny service, manipulate the
modem’s firmware, or gain a remote admin shell. Further,
we quantify their probability of success depending on the
wireless channel conditions and the placement of the attacker
versus the angle of arrival of the signal at the antenna dish of
the receiver.

1 Introduction

VSAT satellite communication systems are used for two-way
data transfer, including internet connectivity, voice communi-
cation, and video transmission. They are commonly deployed
to remote areas, maritime environments, crisis regions, and
other locations where terrestrial communication infrastructure
is limited or unavailable.

Despite the vital importance of VSAT communication for
connecting critical infrastructure, it has not received the same
attention in security research as other wireless communica-
tion systems. Historically, high equipment costs of satellite
communication have acted as a barrier to entry for both re-
searchers and attackers. Recently, however, researchers have
demonstrated the feasibility to eavesdrop on such communica-
tion with less than $300 of widely-available television equip-
ment [2,24]. Furthermore, the security vulnerabilities of this
infrastructure have not gone unnoticed by cyber threat actors.

In February 2022, at the beginning of the Russian attack on
Ukraine, a major operator of satellite communication services,
Viasat, experienced a disruption that resulted in a significant
portion of its network becoming inoperable across Europe.
According to the company’s official statement [39], the at-
tacker used a misconfigured VPN to gain access to the central
hub. From there, they issued legitimate commands to the re-
mote endpoints and rendered thousands of them inoperable.
SentinelLabs identified a malicious binary called AcidRain
that was uploaded to the affected modems and wiped the
file system [14]. Recently, in June 2023, another attack on
the satellite communication system of the Russian company
Dozor-Teleport was reported [27]. This event coincided with
the uprising of the mercenary group Wagner in Russia and
resulted in the failure of their system. However, little is known
about how the attackers proceeded in this case and in general
the security dimensions of satellite Internet services remain
not well understood. What is becoming clear, though, is the
strategic importance such systems have gained in this day and
age.

In this work, we aim to better understand the threat of
wireless signal injection attacks on VSAT communication.
In particular, the main research question we tackle in this
paper is how an attacker may compromise the operation of
VSAT modems by injecting malicious signals from a close-
by transmitter. Signal injection attacks have been considered
in various wireless communication systems including the
Global Positioning System (GPS) [11,15,33,34], aviation [37,
38] or phone networks [10,40], but VSAT communications
are quite different to these systems in terms of antenna and
modem software stack, and the results thus do not generalize
to this type of communication. Salkield et al. [29] provide
a theoretical, application-independent security analysis of
overshadowing attacks on satellite communication, but their
analysis remains theoretical in nature and does not address
the impact that the signal injection attacks may have on real
antennas, modem’s software and networking stack.

With the emergence of software-defined radios and readily
available, low-cost radio equipment, enabling an attacker to



generate and emit arbitrary electromagnetic signals, signaldelivered to the intended recipient, which could be a tele-
injection attacks have become more viable. Of particular in- vision, a phone, a computer, or any other device capable of
terest to our study is how modems implement conventional decoding and utilizing the information. Depending on the
defenses like rewalls or authentication and how an attacker type of satellite, endpoints may also be able to transmit data
on the ground may successfully inject a spoofed signal in a re-back to the central hub via the satellite.
ceiver given the high directionality and gain of VSAT satellite These three components communicate with each other over
antenna dishes, and their orientation towards the sky. radio signals. The signals are usually transmitted within the
This work makes the following contributions to the current Ku band between 12 GHz and 18 GHz as well as within
state of research on satellite communication system securitythe Ka band between 27 GHz to 40 GHz. Depending on the
system, the communication is separated into two channels: a
* We conduct a comprehensive analysis of a VSAT satel-forward channeknd areturn channel The forward channel is
lite modem, exploring its communication functionality, the transmission link from a central hub to an endpoint. The
hardware architecture, and rmware components. return channel is the transmission link from an endpoint to the
central hub. Typically, only the central hub transmits on the
forward channel, so channel access method is a consideration
only on the return channel. Non-interactive systems, such as

« We demonstrate proof-of-concept signal injection attacks télevision broadcasts, have only a forward channel.
against a satellite modem. We show how to disrupt the Each channel in turn consists of aplink and adownlink
modem's Operation and gain priv”eged access. The Upllnk is the communication path from the central hub or
user terminal back to the satellite. The downlink is the reverse
* We provide an empirical analysis of the conditions that communication path, namely from the satellite to the central

« We introduce a SDR-based attacker implementation ca-
pable of executing arbitrary spoo ng attacks.

facilitate the successful execution of such attacks. hub or endpoint. These concepts are illustrated in Figure 1.
Once the satellite receives the uplink signal, it ampli es and
2 Background retransmits the signal on another frequency back to Earth

using a transponder. It is important to note that this is a sim-

This section introduces several concepts underlying this work.Pli €d explanation of satellite communication systems. There
On the one hand, we describe the topology of satellite com-are variations in the technology and protocols used depending
munication systems and VSATs. On the other hand, we also©" the speci ¢ application and satellite network architecture.

present the protocol stack used in the evaluated satellite comé\dditionally, satellite systems may employ multiple satellites
munication system. in a constellation or employ complex beamforming and fre-

quency reuse techniques to optimize coverage and capacity.

2.1 Satellite Communication Systems

. . _ L 2.2 Very Small Aperture Terminals
Satellite communication systems transmit and receive signals

for various types of communication, such as television broad-VSAT systems are used for two-way data transfer, includ-
casts, phone calls, and internet connectivity. On a high level,ing internet connectivity, voice communication, and video
they consist of three components: transmission. They are commonly deployed to remote areas,
Central Hub The central hubs or ground stations which maritime environments, crisis regions, and other locations
are located on Earth serve as communication hubs. They arevhere terrestrial communication infrastructure is limited or
equipped with large dish antennas that transmit and receiveunavailable. The topology is identical to a generic satellite
signals to and from the satellites. Central hubs act as a relaycommunication system shown in Figure 1. The endpoints
between the satellites and terrestrial communication systemsgonsist of aroutdoor unit(ODU) and arindoor unit(IDU).
such as the internet, or between several VSAT modemsina The ODU comprises a high-gain dish antenna, typically
mesh network. ranging from 0.75m to 1 m in diameter that has a directional-
Satellite Satellites are positioned either in geostationary, ity, and a transceiver. The dish is used to transmit and receive
medium Earth, or low Earth orbit. Geostationary (GEO) satel- signals to and from a geostationary satellite. It is installed out-
lites remain xed with respect to a speci c location on Earth, doors to establish a line-of-sight connection with the satellite.
while medium (MEO) and low (LEO) Earth orbit satellites Once the dish points at the satellite, it does not need to be
move along orbits closer to the Earth's surface. Most satellites readjusted as the satellite does not move relative to Earth.
only forward the signals from the central hubs to the endpoint  The indoor unit serves as the interface between the outdoor
or vice versa. They can be compared to a bent pipe, as they dainit and the user's network. It typically includes a modem,
not perform any data processing, routing, or authentication. network interface, and other control and monitoring functions.
Endpoint The remotely deployed endpoints communicate The IDU allows users to con gure and manage the VSAT set-
with the satellites. The received data at the endpoints is thentings. The modem is used to modulate outgoing data signals



Figure 2: Protocol stack of the DVB-RCS forward channel.

Figure 1: VSAT satellite communication system. mitting and receiving raw bits over the satellite link. In DVB-
RCS, itis speci ed by the DVB-S2 standard. It supports multi-
ple modulation schemes and adds error correction codes. The

for transmission and demodulate incoming signals for recep-standard speci es packetized and continuous data streams.
tion. Moreover, it performs functions such as encoding and  Data Link Layer In DVB-RCS, the data link layer uses
error correction to ensure accurate and reliable data transfeMPEG-TS, which multiplexes multiple data streams intended
The indoor unit is also equipped with a network interface to for different recipients into one transmission. In addition,
connect to the user's local network. It may include Ethernet DVB-RCS supports Multiprotocol Encapsulation (MPE) for
ports, WiFi capabilities, or other networking options to enable encapsulating different types of data packets, such as IP pack-
connectivity with computers, routers, and other devices within ets. MPEG-TS speci es two types of communication: unad-
the user's premises. dressed and addressed communication. In unaddressed com-

VSAT operators are typically responsible for maintaining munication, the data is transmitted to any receiver that receives
the remotely deployed endpoints. To this end, they maintain athe signal. In addressed communication, the transmitted data
service connection between the central hub and the endpointsis intended only for reception and processing by a subset of
to issue rmware and con guration updates. receivers, namely those speci ed as receivers.

2.3 DVB-RCS Protocol Stack 3 Threat Model

Digital Video Broadcasting - Return Channel via Satellite o 64t model we consider in this work is an attacker that
or short DVB-RCS [18] is a standard for two-way satellite injects wireless signals on the downlink of the forward chan-

comr_nun_|cat|on systems DUb!'Shed by the.European Telecom—nel in order to deceive or disrupt the satellite-based communi-
munications 'Standalrd.s Instltute (ET,SI) in 2000 and at the i at the VSAT endpoint. Similar to recent work [29], we
heart of the wireless injections shown in this paper. It de nes de ne “signal injection’ in this paper as an attacker sending
a protocol stack fF’r b_Oth the forward and return channel that signals from the Earth's surface to the receiver's dish, which
enables communication betvyeen a central hub and endeIntSotherwise receives its signals only from the intended satellite
On the forward channel, a signal is broadcast from a central eam

hub to all endpoints. In this way, each endpoint receives the This can be considered a signi cant change from normal

same signal, demodulates and demultiplexes it, but only pro-, erating procedures, whereby the satellite dish and receiver

ﬁeszes data'\;sltdltsl_relsslze dioit. The;__retu:)n_ c_hgnnl\e/ll, I(:'n Ithioth re pointed at a satellite in the sky and receive signals coming
and, uses Viulipie Frequency Time Division Vullpie Ac- exclusively from this direction. In this work, we show that

cess (MF-TDMA) to coordinate access to the shared mEd'ur‘nthis inherent physical security assumption is not effective

anq prevgnt the endpqint; from interfering \,Nith each other. in defending against ground-based attackers, also on higher
This requires synchronization among endpoints. layers of the network stack

This work focuses solely on the forward channel because If the legitimate satellite signal is being sent at the same

injecting a signal into this channel suf ces to attack an end- time as the attacker's, this additionally constitutes so-called

point. "I'he. forward channe! protpcol Iayelrs in DVB-RCS, overshadowing of the legitimate signal by the attacker sig-
shown in Figure 2, closely align with layers in the OSI model. nal [29]

Since DVB-RCS supports classical IP-based communication
for higher layers, we only describe here the satellite-speci ¢
physical and data link layers.

Physical Layer The physical layer is responsible for trans- LFor legal and ethics reasons, we did not test this option.

For example, a spoo ng attacker might be able to trick an
endpoint into accepting forged con guration updates or com-
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