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ABSTRACT

In the past decade, the vulnerability of aircraft communications
against low-resourced attackers has received significant attention
both in the information security community and from aviation
industry and regulators. Until now, research on attacks against
such communications technologies has focused on larger aircraft,
neglecting the technologies used in light aircraft and unmanned
aerial vehicles (UAV). As such lighter aircraft make up a large and
growing majority of both airspace users and casualties, this is a
glaring oversight from a security and safety perspective.

To alleviate this problem, we conduct a first comprehensive secu-
rity analysis of the FLARM ecosystem, a collision avoidance system
focusing on light aircraft and UAV with a large and increasing
distribution in many countries. Besides being used in more than
40,000 aircraft, several large providers of air traffic data capture the
unauthenticated FLARM data using ground receivers in order to
feed crucial downstream applications.

To show the vulnerability of this ecosystem, we design, imple-
ment and evaluate a practical spoofing attack, which is capable of
interacting with FLARM receivers in the air and on the ground.
The demonstrated attack uses low-cost hardware and open-source
software and is as such accessible to a wide range of threat ac-
tors, resulting in a significant potential impact on the safety of all
airspace users. Finally, in order to counter such attacks, we pro-
pose a first anomaly detection approach based on physical-layer
characteristics and validate it with real-world aircraft data.
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1 INTRODUCTION

Despite many procedural and technical improvements in aviation
over the previous decades, mid-air collisions (MACs) remain one
of the most prominent threats to any airspace user, i.e., pilots and
passengers. Due to their critical nature, MACs are almost always
fatal and even a single event can cause a high death toll, with many
of the biggest aviation disasters all involving aircraft collisions [49].

For example, an average of 22.6 critical near-MAC has been
reported every year between 2000 and 2020 in the US [30]. As most
of these near-accidents happened in good visibility and daylight,
it is clear that the human visual system is not always sufficient to
detect fast objects in due time in order to avoid collisions. Therefore,
it is necessary to use technical collision avoidance systems to assist
the pilot in detecting and avoiding potential collisions.

So-called airborne collision avoidance systems (ACAS) provide
an onboard safety net should normal air traffic control (ATC) proce-
dures fail to keep aircraft separated. These systems are now widely
deployed around the globe and have been constantly refined over
the past three decades, usually in response to near misses or actual
fatal mid-air collisions.

Several wireless protocols exist which aim to reduce the risk of
MAC for example the ACAS implementations ACAS X and TCAS
(Traffic Alert and Collision Avoidance System), which are used in
larger aircraft such as commercial airliners [40]. Due to the legacy
nature of many of the underlying technologies such as Mode S and
Automatic Dependent Surveillance — Broadcast (ADS-B), hackers
and academic researchers keep reporting security vulnerabilities
[5, 34, 35, 46], which have been shown to have a real impact on
the security (and thus the safety) of using these protocols [42, 43].
Until now, the focus of such security investigations has been put
exclusively on larger, heavy aircraft such as commercial airliners
or business jets, which typically use the cost-intensive TCAS.

Among the existing collision avoidance technologies, FLARM is
the only one tailored for light aircraft and is widely used in Europe.
The PowerFLARM devices produced by FLARM Technology Ltd.
are relatively cheap and easy to use on-board. It can calculate a
projected flight path based on parameters such as speed, track,
turn radius and wind conditions, which is imperative for smaller
lighter (even wind-powered) aircraft. Combined with a display, the
FLARM system shows relative positions of other aircraft nearby and
generates alarm once a potential collision is detected. Nowadays,
over 40,000 aircraft are using FLARM, with the number constantly
increasing [14]. Even many small drones and UAV are now being
equipped with this technology. In recent developments, several
governments also show interest in the FLARM ecosystem [21, 50].
While its huge safety contribution is undisputed, there has been no
public work examining its security against wireless attacks to date.
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Although the FLARM radio protocol features message encryption
in order to ensure integrity and con dentiality 9], the protocol
has been reverse-engineered and its encryption keys are publicly
available P]. We show that this state of a airs not only enables
the reception of con dential messages (as is currently facilitated
by several open source projects) but also allows the spoo ng of
accurate FLARM messages, that cannot be distinguished from those
of a real aircraft.

Contributions We make the following contributions in this work:

We designed a rst e ective spoo ng attack against the
FLARM collision avoidance system. We implement it with
low-cost hardware and open-source software, demonstrating
that the attack can be conducted by a wide variety of threat
actors. This is despite existing cryptographic countermea-
sures, which are known to be ine ective.

Using our spoo ng system, we demonstrate the vulnerabil-
ities of the FLARM technology in an experimental setting
with maximum precautions. Our attack analysis illustrates
the impact both on airborne receivers in aircraft and on the
ground receivers used by aviation data providers.

We propose rst FLARM spoo ng mitigations based on
anomaly detection and physical-layer characteristics. We
evaluate these countermeasures using large-scale FLARM
data collected through the OpenSky Network.

Our security analysis indicates that the current state of the art
of FLARM data collecting methodology is not su cient for moni-
toring or examining FLARM system security, and thus, concluded
that more e orts are needed to address this issue in the future.

The remainder of this work is structured as follows. Section
2 provides the necessary background on the FLARM ecosystem
and Section 3 our threat model. Section 4 describes the design
of an e ective spoo ng system. Section 5 evaluates the spoo ng
attack both on airborne and ground receivers. Section 6 proposes
potential mitigations for this attack. Section 7 discusses the results
and the lessons learned from our work. Finally, Section 8 presents
the related work before Section 9 concludes this paper.

2 BACKGROUND

FLARM (a portmanteau of ight and alarm) is a system used
to prevent potential aviation collision and to raise awareness of
the pilot. The system obtains the aircraft's own position from an
internal GPS (or potentially other GNSS) receiver, then calculates a
projected ight path considering its speed, acceleration, track, turn
radius, wind and other parameters [14].

The ight path prediction is encoded and encrypted as a message
which is sent to and received by other aircraft equipped with a

Figure 1: PowerFLARM Fusion. As one of the two main prod-
ucts of FLARM Technology, it can be installed on aircraft.

Compared to other ACAS, the FLARM system is optimized for
light aircraft's needs. It has low power consumption and is rela-
tively inexpensive to purchase and install. Furthermore, conven-
tional collision avoidance systems usually generate large amount of
unnecessary warnings about all aircraft nearby, while light aircraft
can be close to each other without danger of collision. The pilot can
be overwhelmed by those false-positive alerts, hence not taking it
seriously if the aircraft on a real collision course. On the contrary,
the FLARM system is more accurate by using a novel ight path
prediction algorithm and selectively raising alerts [4].

2.1 The PowerFLARM Fusion Device

PowerFLARM Fusion shown in Figure 1 is the state-of-the-art de-
vice manufactured by FLARM Technolog$J. It is designed to
protect light aircraft and UAV from aircraft otherwise not visible

in time. In particular, it addresses challenges such as ying air-
craft in lower airspace and fast increase on high speed aircraft. The
current PowerFLARM version has enhanced features compared to
the older Classic FLARM. More concretely, it has larger detection
range, dual antenna diversity, better interference protection, ADS-B
compatibility and intuitive obstacle warnings [11].

There are two types of FLARM devices available for customers:
PowerFLARM Fusion and PowerFLARM Portable. PowerFLARM
Fusion combines the most comprehensive con guration of FLARM
system with an easy maintenance interface. As its name shows,
PowerFLARM Portable is a device for aircraft where a behind-the-
panel installation is not possible. In this project, only PowerFLARM
Fusion is used for spoo ng system design and evaluation. There-
fore, PowerFLARM Fusion will be the only device discussed in the
following. All the results should also be able to generalize to Power-
FLARM Portable since there is no concrete di erence with respect
to the implementation of FLARM protocol itself.

Figure 1 shows the current version of PowerFLARM Fusion. Itis
able to be powered on or connected via several types of hardware
interfaces. Furthermore, it can be easily con gured by FLARM Hub,
whichis aweb app running on the devic@(). FLARM Hub includes
its con guration settings, a radar-like tra ¢ monitor and real-time

FLARM device. Upon receiving such messages, the FLARM systemdata port. More technical speci cations can be found in Table 1.

may issue alarms to alert the pilot or show the relative position if
other aircraft are within detection range but there is no predicted
collision [10].

This demonstrates that PowerFLARM Fusion is light-weighted and
versatile for all types of aircraft, making it the go-to choice for
smaller aircraft such as gliders and small drones.



Table 1: Technical speci cations of the PowerFLARM Fu- Table 3: FLARM packet structure with its functions. x rep-

sion, which also includes an ADS-B receiver. resents bits with unknown function.
Product Name PowerFLARM Fusion Byte No. Bits Function
Type Installed 0 DDDD DDDD  Device address
Display Separate 1 DDDD DDDD
Recommended for All aircraft types 2 DDDD DDDD
Dimensions 41 x 80 x 120 mm 3 00OBB 0000 BB =100r01
Mass 285¢g 4 VVVWV VVVV Vertical speed
Power supply 12-32V DC 5 XXXX XXVV Unknown
Power consumption 165mA 12V DC 6 GGGG GGGG GPS status
Data ports, storage 2(D-sub DE-9 and RJ45), USB 7 TTTT GGGG Plane type
Transponder/ADS-B receiver Included 8 LLLL LLLL Latitude
9 LLLL LLLL
10 AAAA ALLL
11 AAAA AAAA Altitude
12 NNNN NNNN Longitude
13 NNNN NNNN
14 XXXX NNNN
15 MMxx XXXX Multiplying factor
. . ) ) 16 HHHH HHHH Horizontal
Figure 2: A FLARM input message is rst encrypted using 17 SSSS SSSS speed (N/S) for
XXTEA, then Manchester encoded, nally FSK modulated. 18 KKKK KKKK collision
19 TTTT TTTT forecast
2.2 The ELARM Protocol 20 EEEE EEEE Horizontal
Figure 2 illustrates FLARM's high-level sending procedure. An input ;; \F/,VFY;/,\;VW V\gggva Spice)l(ljisfii/r\]N) for
message is encrypted, Manchester-encoded, and nally modulated 23 0000 0000 forecast

onto the channel with frequency shift keying (FSK). Upon receiving
FLARM messages, the receiver reverses this procedure.

2.2.1 ModulationFLARM devices are based the nRF905 chip. De- device's 24-bit radio ID: either the aircraft's unique ICAO address
pending on the geographical area they operate in, they transmit in  assigned by the national Civil Aviation Authority or the default one
the SRD860 band or in the ISM-band that can be used freglyirj assigned by the manufacturer. The type of radio ID also in uences
Europe, Africa and Asia the two frequencies 868.2 MHz and 868.4 the header's last byte which is 10 in case of an ICAO address and
MHz are used, sending one to two messages per second per fre-20 in case of the default ID. Table 3 shows the decrypted content.
guency. On 868.2MHZ, it transmits from 0.4s to 0.8s; On 868.4MHZ
it transmits from 0.4s to 1.2<1[]. In the Americas, Oceania and
Israel another undisclosed frequency hopping scheme is in place, in
order to comply with local regulations. The FLARM devices modu-
late the signal onto the carrier using Frequency Shift Keying: spaces
(0) are sentat 50: I and marks (1) ab0: | . The symbols are
Manchester encoded.

'2.2.3 Trajectory PredictioAs FLARM is a proprietary product,
there is little public information about the exact inner workings of
the trajectory prediction algorithm that powers the collision alert
function. One version has been developed by ONERA in France
and been licensed to FLARM Technology Ltd [18].

At a high level, the documentatior 12 describes it as follows:
The device calculates its own predicted ight path for about the
next 20 seconds. This prognosis is based on immediate past and

Table 2: FLARM packet structure with an example. current vectors, including but not limited to aircraft type, speed,
vertical speed, turning radius etc. In addition, it uses a movement
Fields Preamble Start RadiolD Type Payload model that_h:_;\s bee_n optimized for th(_e _respecti\_/e user. According
Bit Length 20 24 24 8 184 to the prediction of ight path, tra c collision warnings are issued

Example aaa:66 31fab6 8b:08:de 20 7e:47[.] based on the time remaining to the predicted collision. The warning
consists of the distance, relative bearing, and altitude di erence to
the intruder. According to the manual of PowerFLARM Fusidi]]
2.2.2 Encoding.he packet structure is shown in Table 2: every there are three levels of warnings with di erent types of annuncia-
transmission is preceded by the standard preamble for the nRF905 tions: The rst warning is issued around 18 seconds before impact,
chip [10101010101001100110] (Manchester encoded). It is then folthe second warning is issued around 12 seconds before impact and
lowed by the header that contains 7 bytes. The rst three bytes the third warning is issued around 8 seconds before impact. The
of the header statically contain 0x31fab6, a sync word indicating warning is active as long as the collision risk remains and will
the start of the data. The next three bytes (in little-endian) are the change accordingly.




Figure 3: Architecture of OGN from [29]. It consists of servers, crowdsourced ground receivers, aircraft with FLARM devices
on board and corresponding downstream applications.

However, the inventors of FLARM have described an approach sync word and address. In addition, the checksum is appended at
to trajectory prediction for low-cost collision avoidance systems the end of payload. The whole package is then modulated and sent.
like FLARM in M]. Their approach, dubbed interacting multiple Despite the fact that messages are encrypted in this way, the
model (IMM) algorithm, uses the GPS position and velocity vector FLARM protocol is still considered to be insecure in several ways.
as input (using a 1 second sampling rate), while the output is a set First, the original XXTEA algorithm with 6 rounds is considered
of position predictions for the next 20 seconds, which is assumed broken since 2010, when Yarrkov published a chosen-plaintext
to be a good time period for slower and smaller aircraft. attack needing only2>° queries for a block size of 212 bytes or more

The IMM algorithm is then structured into three stages. First, [58. Apparently, FLARM still uses the XXTEA algorithm with 8
it estimates the aircraft's state of motion. Then the speed of the rounds and has not modi ed it despite the publication of the attack.
aircraft relative to the air and its turn rate are estimated and wind Second, and more urgently, the encryption keys used are centrally-
estimations are incorporated. In a second step, aircraft maneuvers held, and not regularly rotated. It seems that the encryption keys
are detected. Third, a pilot behavioral model is used to predict are only available to partners and other manufacturers in order
the turn rate relative to the ground. Eventually, based on the ob- to implement compatible FLARM products. However, a reverse-

tained estimates, the ight path is predicted]. In particular, the engineering document of the protocol itself was published in 2008

integration of wind and typical gliding behavior into the system  under the pseudonym Hiram Yaegées€q. It describes the packet

di erentiates it from collision avoidance systems like TCAS. format in detail as well as the encryption keys. In response to
In our security analysis in this paper, we will abstract away from  these revelations, FLARM has changed the encryption key several

the exact algorithm and treat the system as a black box. times in the following years. For instance, it changed the keys (and

updated the encryption algorithm) in 2015%. However, those

changes were quickly reverse-engineered again and publis@gd [
2.3 FLARM Security and Encryption Again, in April 2017, FLARM introduced a new set of keys, which
were subsequently leake&d. There is a total of six static keys that
are combined with both the UNIX UTC timestamp shifted six bits to
the right and the device's address to obtain four dynamic keys that
are used in the XXTEA algorithm. Using these keys, the receiving
of FLARM messages is possible for everyone. Consequentially, the
sending of FLARM messages is also feasible.

From 2008 onwards, FLARM Technology began to encrypt all trans-
missions, claiming that [tlhe channel is encrypted to ensure safety,
integrity, and privacy. Users can freely con gure the level of privacy
they require [10. This is in stark contrast to practically all other
wireless aviation communication technologies, whose standards do
not implement or foresee any use of cryptographic measures [47].
Since 2015, the message encryption used in FLARM implements . .
the Corrected Block Tiny Encryption Algorithm (XXTEARH, a 2.4 Platforms Using FLARM Ground Receivers
block cipher based on the Tiny Encryption Algorithnb{] (which While FLARM is used primarily for situational awareness and air-
FLARM used previously). It is notable for its simplicity of implemen-  borne collision avoidance, the wireless nature of FLARM allows for
tation and thus low computational requirements and low power the reception of the signals in a crowdsourced fashion, similar to
consumption, making it suitable for the glider and small UAV en-  other technologies used to track large aircraft (e.g., Flightradr24
vironment. The encrypted payload has a xed length of 24 bytes.
In the encoding process, this payload is prepended with preamble, *https:// ightradar24.com



which uses ADS-B). Due to the practical situation explained in the
previous section, these platforms can receive the encrypted FLARM
signals and decrypt them using the published keys.

2.4.1 OpenGlider Networ®pen Glider Network (OGN) is a project
that aims to create and maintain a uni ed tracking platform for
aircraft equipped with FLARM and OGN trackergd. It provides
freely available tracking data to anyone. OGN consists of:

Servers that receive and forward data.

A device database that allows users to register new aircraft.
Ground receivers that are owned, operated and maintained
by community members. These receivers listen to and decode
the location data of aircraft in their vicinity, then feed the
information to servers.

Software that can be installed on PC or mini-board comput-
ers (e.g. Raspberry Pi). It could be used to build receivers.
Websites and applications that utilize and display the data.

Figure 3 shows the architecture of OGN. FLARM messages are

sent from FLARM device on board. OGN ground receivers receive
the messages and decode them to feed information into OGN

servers. Servers are connected with each other and share infor-

mation with further downstream applications.

2.4.2 The OpenSky Netwofke OpenSky Network3§ is a non-
pro t association providing open access to real-world ATC data.
Since the launch of the project in 2012, it has collected raw data

Figure 4: Overview of the attack scenario. The spoo ng de-
vice can feed signals to both receivers on aircraft and re-
ceivers of aviation data provider on the ground.

The OpenSky Network provides a further class of downstream
applications, its historical data is used by hundreds of academic
and institutional researchers around the world and has resulted
in more than 250 papers to date. The use cases of the air trac
data range from air tra ¢ management, to wireless security to
climate change research and earth scienc&4.[Naturally, the data
should be as accurate as possible and OpenSky introduces various
integrity checks at the level of the receiver as outlined i87.

and archived it in a large historical database. The database is used However, at the level of individual spoo ng attacks, there are no

by researchers from di erent elds to analyze and improve ATC

processes. The main ATC technologies used by OpenSky are ADS-B

and Mode S. Since late 2018, it also supports FLARM.
An advantage of the OpenSky Network is that the interface of
historical database is well-de ned and freely available to institu-

tional researchers. Users can query the database using customized

commands to get historical and live FLARM records. On the oppo-
site, OGN does not allow the re-distribution of data older than 24
hours [27]. Hence, the OpenSky Network provides a good technical
option for FLARM data analysis. For this work, we obtained per-
mission from the OpenSky Network to conduct a security analysis
of the downstream e ects of attacking the FLARM ecosystem. We
collaborated closely with the technical sta of the OpenSky associ-
ation in order to minimize the impact on the system and its users
and mitigate any side e ects.

2.4.3 Downstream Applicatiorgeyond platforms such as OGN
and OpenSky distributing FLARM ground receivers directly, there
are many applications that source air tra ¢ data (including FLARM

data) via these sites. Examples of such downstream applications . . .
) P P d the consideration and defense against such attacks was left en-

are shown in Figure 3 for OGN. Besides showing the FLARM-base
glider tra c on their own website, the data is further delivered to
Flightradar24 and to crucial Search and Rescue (SAR) operations.
From Flightradar24, a large commercial tracker with many business
relationships, the data is further distributed not only to aviation
enthusiasts around the world but also to airlines, air navigation
service providers and other aviation industry members requiring
accurate data.

2See https://opensky-network.org
3A complete list of applications is available at http:/wiki.glidernet.org/about

currently implemented detection mechanism as we show in Sec. 5.
In conclusion, while FLARM data received on the ground is not

(or at least should not) be used operationally for air tra c control, it

is in uencing air tra ¢ management planning at many institutions.

2.5 SoftRF

SoftRF is an open-source project published by Linar Yusupé [t
implements an alternative aviation collision avoidance transceiver
in C, supporting several protocols including FLARM. The goal of
this software is to support enthusiasts who want to build their own
ACAS with low-cost hardware such as a Raspberry Pi.

3 THREAT MODEL

Traditionally, aviation has implicitly and explicitly used an elec-
tronic warfare threat model to deal with deliberate communication
interference. This means that until the early 2010s, when hackers
and academics demonstrated the ease of spoo ng aircraft and air
tra ¢ control systems with cheap software-de ned radio hardware

tirely to the military. Adversaries outside the state and military
realm were considered to have inferior technological and nan-
cial capabilities as well as the required knowledge about aviation
communication technologies [47].

As this model has been overtaken by the technical developments
of the recent past, we consider a much less powerful attacker in this
work. The commercial-o -the-shelf equipment required to execute
the proposed attacks in the real-world is straightforward to acquire,
and is composed of any SDR able to transmit on VHF frequencies,
costing around $300-500, and a suitable antenna. This is su cient



to attack a ground receiver in the line of sight of a simple stationary
ground attacker.

If the goal for the same stationary ground attacker is to attack an
airborne receiver, an ampli er to increase transmission power so
signals reach the aircraft is likely needed, which is available for ap-
proximately $600 (possibly more depending on desired transmission
range). Airborne attacks are aided by the fact that FLARM-equipped
light aircraft and drones are typically ying at much lower altitudes

(below 1000 m) compared to, for example, ADS-B-equipped com-

mercial airliners.

As the acquisition of this equipment does not require a large
budget, attacks can be performed by any motivated adversary,
but exclude some very low-resource attackers. With regards to

suitable software, FLARM decoders are openly available but en-

coders/senders are not. While we develop one in this work to
demonstrate the practical attack, we do not make it publicly avail-

Figure 5: The Dragino Lora/GPS HAT contains a GPS chip,
which can feed a GPS signal to the Raspberry Pi [55].

the attack with a low budget and demonstrate that such a spoo ng
attack can easily be reproduced by people with relatively little
professional background.

Speci cally, we used a Raspberry Pi 4 Model B in our spoo ng

able in order to not unnecessarily decrease the ease of creating an FLARM sender. But it is noted that the previous version, e.g. Rasp-

attack for a malicious adversary. Fig. 4 provides an illustration of
the attack scenario.

4 SPOOFING SYSTEM DESIGN &
IMPLEMENTATION
To demonstrate the vulnerability introduced by using static and

known encryption keys, we design a spoo ng system which is
able to interact with all current FLARM devices, on aircraft and on

berry Pi 3 Model B, should also be able to support the sender with
little di erence in performance.

Dragino Lora/GPS HAT (Figure 5) is an expansion module for use
with Raspberry Pib5. Itis based on an SX1276/SX1278 transceiver
with an add-on L80 GPS that can provide GPS information for
applications on the Raspberry Pi. The HAT can be pre-con gured
to one of the three frequency bands 433 MHz, 868 MHz and 915 MHz.
For our FLARM spoo ng system, 868 MHz is used. Its programmable
bit rate is up to 300 kbps by design, but the actual average rate could

the ground. It consists of a sender based on an embedded devicepq |gwer B5. Although a GPS antenna is already integrated into

with radio frequency (RF) capabilities. This spoo ng system is able
to generate signals that are indistinguishable from those of an
authentic FLARM device. These could potentially generate alerts
that can hardly be distinguished by pilots, and therefore, cause
considerable distractions.

4.1 Requirements

The spoo ng system should send well-formatted FLARM mes-
sages containing all required elds, e.g. device identi er, timestamp,

the L80 GPS, an external antenna can be connected to enhance its
performance.

SoftRF receives GPS information from the Dragino Lora/GPS
HAT, encrypts, encodes and modulated it into FLARM format. Orig-
inally, it can only send out its real physical location. To achieve
arbitrary GPS location spoo ng, we revise the code such that it
could read from a con guration le and send out any location
information written in it.

After making these changes, the GPS coordinates delivered by

speed, location etc. The spoofed signals should be received by thethe Dragino Lora/GPS HAT are not used anymore. However, getting

OGN ground receivers which will show its impact on any applica-
tion using that data. In addition, the spoo ng system is required
to be able to interact with other authentic FLARM device, i.e. an
authentic FLARM device in an aircraft could receive the spoo ng
coordinates and generate corresponding alarms if the spoo ng tar-
get is in alarm range. Notice that the spoo ng coordinates are not
necessarily consistent with the spoo ng device's physical location.
This design gives an adversary the ability to spoof targets located
anywhere.

Following the requirements mentioned above, the spoo ng sys-

the time from the GPS signal is still very useful as it ensures that
the time interval of sending spoo ng FLARM messages are correct.
Indeed, it is possible to set the sending time and frequency purely in
the software, hence easing the dependence on GPS signals. However,
in this case more e ort will be needed in order to correctly take
care of the time synchronization. To avoid any potential problem
from synchronization and keep the code as simple as possible, we
choose to continue using the GPS PPS in order to trigger the sending
behavior at the right time.

tem consists of two conceptual parts: a FLARM message sender and4.3  Raspberry Pi Based OGN Ground Receiver

an OGN ground receiver.

4.2 Raspberry Pi-Based SoftRF FLARM Sender

The spoo ng FLARM sender is built on Raspberry Pi, Dragino
Lora/GPS HAT and SoftRF software.

We choose the Raspberry Pi platform because it is a cheap, easy-

The second part of our spoo ng system consists of an OGN ground
receiver which is able to decode and feed spoo ng FLARM messages
into the OGN server software. The receiver is based on another
Raspberry Pi using a common DVB-T dongle for reception and the
corresponding software downloaded from the OGN project [29].
With similar reasons mentioned in the previous section, we again

to-get device supporting SoftRF. There are also comprehensive chose Raspberry Pi as part of the hardware. As for DVB-T dongle,

publicly accessible instructions on Raspberry Pi con guration. From
an adversary's perspective, these characteristics allow it to launch

we decided to use the RTLSDR RTL2832U DVB-T32B [t can be
used with an active antenna and provide stable performance with



Figure 6: Experimental setup in a Faraday cage. It contains
a spoo ng sender, a ground receiver and an authentic Pow-
erFLARM Fusion device.

Figure 7: Four spoofed aircraft targets ying past the Power-
FLARM Fusion receiver in a straight line.

proposed attack system. We conducted all experiments inside a
Faraday cage. This way, we could ensure that no spoo ng signal
would be leaked and hence potentially received by any other au-
thentic FLARM devices.

a relatively low cost of about $30. The RTLSDR RTL2832U DVB- Besides the R&D exception in order to test the authentic Pow-
T V3 is also recommended on OGN website as the most suitable erFLARM device, we have further collaborated closely with the
choice among several DVB-T dongle2d. We use antenna kit OpenSky Network in order to illustrate the spoo ng problem to

bundled with the dongle for convenience. Using this hardware, the them. The spoo ng of the ground receiver feeding to OpenSky was
OGN project network provides the software needed for building a conducted as shortly as possible in order to illustrate the issue to
typical OGN ground receiver with detailed instruction29. After them. Furthermore, we used coordinates that were outside the usual
installing, the user can check the local console output in order to  operating range of FLARM aircraft, in secluded areas and with no
see any FLARM messages received by it (ordinarily by gliders/small authentic callsigns of the spoofed aircraft in order to minimize

aircraft using FLARM in the line of sight).

5 EVALUATION

To evaluate our spoo ng system, we carried out two laboratory tests,
one with the original PowerFLARM Fusion device and one with a
receiver feeding to the OpenSky Network, which supports the OGN
feeder software. As the FLARM End User License Agreemtdt [
expressly forbids the spoo ng of their devicésye obtained an R&D
exception from FLARM Technology Ltd. for our experiments. These
two experiments were designed to demonstrate that our spoo ng
system has the capability of interacting with both authentic FLARM

devices deployed in aircraft and FLARM-collecting data platforms.

They were further designed to be conducted in an environment
that should be as realistic as possible while fully preventing any
negative e ects on outside users.

In the second part of this chapter, more detailed analysis on
system limits is shown to provide insights into the ability of a

potential adversary. The analysis demonstrates that an adversary

with one single spoo ng device can spoof multiple targets, which
has the potential to cause considerable distraction to pilots.

5.1 Legal and Ethical Issues

Considering the criticality of collision avoidance systems in avia-
tion and the potentially serious in uence on operational FLARM

systems, maximum precautions were taken to not cause interfer-

ence while conducting a safe and yet realistic evaluation of the

4 Itis forbidden to intentionally feed arti cially generated signals to the FLARM device,

its GPS antenna or the external/internal GPS antenna connections, unless agreed with

FLARM Technology in writing for limited R&D activities.

the e ects. After the demonstration, the OpenSky Network could
delete the facetious ights from their database so that they would
not a ect their research datasets.

5.2 Setup

In the laboratory test, we set up one Raspberry Pi FLARM sender
with Dragino HAT and a GPS antenna, one Raspberry Pi OGN
ground receiver with RTLSDR RTL2832U DVB-T V3 dongle and its
antenna. An ad-hoc version of SoftRF is run on the sender to read
Spoo ng target settings from a text le. The OGN ground receiver
decodes and feeds FLARM messages into the OpenSky Network.
As Figure 6 shows, a display is connected to PowerFLARM Fusion
to show any target that is received by it. In order to further exclude
the possibility of any interference, we set PowerFLARM Fusion's
location in the middle of Black Sea by spoo ng its GPS signal and
conduct all experiments there. All spoo ng activities happened
inside the Faraday cage without measurable signal leakage.

5.3 Results

5.3.1 Spoofing of PowerFLARM DewieeFigure 7 shows, we set
four spoo ng targets as large jets ying in a straight line facing to
PowerFLARM Fusion.

In Figure 8, we observed that these targets triggered the same
alarms on the display as the ones in real collision scenarios. There-
fore, we conclude that the spoo ng system is able to cause alert in
authentic FLARM system and create concrete distraction to pilots.

5.3.2 Spoofing of a FLARM Ground Recelfigure 9 demonstrates
the e ectiveness of our spoo ng setup in targeting ground receivers



Figure 8: The PowerFLARM Fusion receiver strongly warns
the pilot of a potential head-on collision.

Figure 9: Successful wireless spoo ng of ve aircraft into a
FLARM ground receiver feeding into the OpenSky Network.

feeding to aviation data providers and their downstream applica-
tions. We feed four spoo ng aircraft on four close trajectories in

Table 4: Spoo ng Packet Field With Byte Length

Field Byte Length
Preamble 1
Synchronization Word 1
Address 3
Payload 24
Checksum 2
Total 31

Semtech SX1276-based HopeRF RFM95W module is used to em-
ulate Nordic NRF905-based PTR8000 RF module which is used in
PowerFLARM FusionZ3. A GitHub project accessed fron2§
also shows that the SX1276 module has a bit rate of 100 kbps on
average, which is equal to 50 kbps e ective bit rate for the payload
after the Manchester operation.

The second part related to theoretical limit is the packet length.
Table 4 shows all the elds with corresponding byte length. In total,
the packet has 31 bytes.

50:17?B
311~C4B8 1702:4C ?4A B42>(3
= 2016C0A64CB ?4A B42>=3

) 4>A4C820; 18<8C=

Equation 1 shows us that the theoretical RF front end limit is
201.6 targets per second. Since one spoo ng target should send
at least one packet per second, an adversary can generate at most
201 spoo ng targets using one single spoo ng device. It is worth
noticing that our spoo ng sender can only send out packets from
one frequency channel on 868.2 MHz.

5.4.2 Practical Spoofing Linit practice, the spoo ng limit is

decimal coordinates: (43, 32.94), (43, 32.92), (43, 32.90), (43, 32.8fned by the number of actual FLARM messages that are received

The ground station (which displays it duly on the OpenSky web
interface) and PowerFLARM are set on trajectory (43, 33).

This demonstrates clearly that the spoofed data received is con-
sidered accurate and trustworthy. OpenSky con rmed to us that
the data would be entered into the database and distributed further
using the REST API. This is despite the checks for data integrity
that OpenSky has implemented (for more information on these
checks, see [37]).

5.4 Limits of the Spoo ng System

To better understand the abilities of a spoo ng adversary, we eval-
uated theoretical and practical limits of our system. To be more
speci ¢, we would like to show the maximum number of spoo ng
targets that can be produced by one single spoo ng system. It is
insightful because more spoo ng targets it generates, more distrac-
tions the spoo ng behavior can cause (such as a Denial of Service),
which, in conclusion, could be more damaging or dangerous to the
current FLARM system.

5.4.1 Theoretical Spoofing Linite theoretical sending limit is
de ned by sending rate of RF front end. In our spoo ng system,

by the receiver in one second. This limit cannot go beyond the
theoretical RF front end limit mentioned in previous section, but

it can be lower. To measure this practical limit, we ran the sender
in full capacity for 10 minutes, recorded all received messages in a
le and took the average. It turned out that the practical spoo ng
limit is 66.6 messages per second, which is about one third of the
theoretical limit. We speculate that the reason why the practical
spoo ng limit is far below the theoretical limit above is that FLARM
receiver only accepts incoming messages during expected time slot,
i.e. from 0.4s to 0.8s as mentioned ih7]. By multiplying this
factor to the theoretical limit above, the estimated practical limit

is 80.6 messages per second, which is much closer to our actual
measurement 66.6 messages per second.

6 COUNTERMEASURES

We propose anomaly detection as a rst-line defense and explore
further based on currently available data. To achieve this, we rst
build a historical database using FLARM records from OpenSky
Network. Then, we conduct two anomaly checks using this database
to evaluate our proposal.
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